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A Framework for Enhancing Media Literacy and Mitigating Cognitive Threats in
Urban Governance

Rozhina Rafiee!, Sana Saberi!, Mohammad-Sajad Kasaei?
! Department of Software Engineering, Shahreza Campus, University of Isfahan
2MDSE Research Group, Department of Software Engineering, University of Isfahan

Abstract— Cognitive threats in urban environments, amplified by the rapid growth of digital media and the increasing
complexity of information ecosystems, pose significant challenges to urban governance. Enhancing the media literacy and
cognitive resilience of both urban managers and citizens is critical to reducing susceptibility to misinformation,
disinformation, and psychologically manipulative narratives. This paper proposes a digital learning—based framework
designed to support multilayered cognitive training for diverse urban stakeholders. The framework consists of three core
components: (1) a cognitive literacy assessment module for evaluating individual and group-level vulnerabilities, (2) an
adaptive learning platform that delivers personalized media literacy and critical thinking content, and (3) a behavior analysis
and feedback engine that monitors learning outcomes and supports continuous improvement. A prototype implementation
is developed to demonstrate the feasibility of the proposed framework, and a case study is presented to illustrate its practical
applicability. The results indicate that the framework provides a promising software-oriented approach for addressing
emerging cognitive risks in modern urban governance systems.

Keywords— Cognitive threats, digital learning, media literacy, adaptive training system
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Leveraging GANs and Large Language Models for Early Detection of Rumors in
Persian Tweets

Mahdi BolandGerami, Mansooreh Ezhei, Behrouz Tork ladani
Department of Software Engineering, University of Isfahan

Abstract— Social networks play a crucial role in communication between individuals, information exchange, and message
dissemination, making them one of the primary sources of news consumption worldwide. In recent years, social networks
have been increasingly used for spreading rumors. Rumors cover various domains, including politics, society, culture, and
tourism, and can inflict irreversible harm on both individuals and society. Therefore, it is essential to respond to rumors as
quickly as possible and take measures to prevent their spread. If a rumor is identified within the first few hours, it is more
likely that its negative and harmful effects can be prevented. Most studies on rumor detection have primarily focused on
achieving high accuracy and often rely on large volumes of data related to content, network structure, and dissemination
patterns. This paper proposes an early rumor detection model through data augmentation and generation of texts similar to
original samples using the Generative Adversarial Network (GAN) approach and Large Language Model. The main novelty
of this work is in its potential for early rumor detection through rapidly building the required detection model for each
specific family of rumors within a short time frame after sensing the start of rumor spreading process. Experimental
evaluation results on a Dataset of Persian Tweets indicate that employing the proposed model not only can discover the
rumors with 83.88% accuracy and 87.9% F1-score.This study is a step towards controlling rumor propagation, and can
greatly help improving the information quality and sensitivity of public awareness.

Keywords—Rumor, Early Rumor Detection, Social Networks, Generative Adversarial Network (GAN), Large Language Model
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Large Language Models and Cognitive Threats: Persuasion Risks for Local
Governance

Azam Farokh, Amir Jalaly Bidgoly, Fatima Waeli
Department of Computer Engineering, Faculty of Engineering, University of Qom

Abstract— Large language models (LLMs) not only excel at generating coherent text, but also have the ability to guide
users toward specific beliefs and behaviors. These capabilities offer unprecedented opportunities for constructive
applications in education, public health, and social interventions, and can have tangible positive effects on individual
decision-making and learning. At the same time, they pose significant cognitive and social risks that require careful attention
from researchers and policymakers. This paper first examines the psychological and technical mechanisms of algorithmic
persuasion, showing how LLMs shape user beliefs and behaviors through personalized, adaptive, and data-driven messaging.
It then explores the broader implications of these capabilities, highlighting their impact on individuals and communities and
the importance of understanding their cognitive and social effects. The study also discusses challenges and opportunities for
governance in managing these emerging technologies and strengthening societal resilience. Finally, the paper proposes short,
medium-, and long-term strategies to mitigate risks while enabling safe and effective use of LLMs. Overall, this work
provides a comprehensive understanding of both the potential and the pitfalls of LLMs, offering a practical framework for
policymakers and local institutions to engage with this technology responsibly.

Keywords—Large Language Models (LLMs), Cognitive Threats, Local Governance, Persuasion, Misinformation
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Self Regulation Training and Successful Intelligence as an Educational Strategy to
Enhance Cognitive Resilience of Citizens Against Cognitive Threats

Mohammadreza Mirsarael,
Department of Educational Psychology, University of Mohaghegh Ardabili

Abstract— This narrative review develops an educational framework for strengthening citizens’ cognitive resilience against
cognitive threats, including misinformation and strategic influence operations. Integrating research from self-regulated
learning, emotion regulation, successful intelligence, and misinformation studies, the paper synthesizes mechanisms through
which individuals can sustain epistemic vigilance, regulate affect under uncertainty, and translate critical evaluation into
responsible civic action. A multi-level conceptual model is proposed linking individual regulatory and competence-based
capacities to community-level trust dynamics and municipal governance effectiveness, particularly in crisis communication
and civic education. Cognitive resilience is conceptualized as a trainable competence set encompassing calibrated analytic
reasoning, creative reframing of narratives, emotional self-regulation, and behaviorally responsible information practices.
Educational implications emphasize scenario-based training grounded in local civic contexts and prebunking approaches that
generalize across manipulation techniques. Governance implications emphasize institutionalized preventive education and
transparent crisis communication as complementary pillars for protecting social cohesion under uncertainty.

Keywords— cognitive resilience, cognitive threats, cognitive warfare, misinformation, self regulation, successful intelligence, media and
information literacy, local governance
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